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Stephan Bohacek

. gQat rofessor at the University of Delaware
 Teach 49
- Introductior@A/r ity: ~175 students
— Introduction to Net @tg: tudents
h

*  Continuous challenges with TAs a r
— Slow to grade ]h
— Incomplete or nonexistent comments lhu "
— Incorrect grading n/l

* Experienced graders know that easy grading reduces
chances that the student will complain to the instructo

— Inconsistent grading
— Ambiguous questions that don’t have good answers
* Thisis the instructor’s fault
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Homework-Based Assessment Drawbacks

When the student submits the homework, the learning stops
ding and comments have little impact
ost students don’t read comments

nts are read, there is little learning. Instead, grades are checked to Partly caused by low

det et e grader was correct rather than to learn from mistakes grader quality
— By the time g a isc ete, the students have forgotten the problem
. Partial credit is virtua po S|ble

— Itis wrong, they should

~ Well, /2?
* They sort of understood part of th q

* This is the only chance for grade this, so 0
very low grade...

J Resubmission of incorrect submissions is too labor intensive for ders

. There is little opportunity for students to use homework for learning, it is moylh
— It answers the question: Did the student learn the material? S/.

student getting a

— Homework should be like labs:

* Hereis a problem
* Let’s work until we solve the problem




Automatic Grading and Hint Generation Scenario

20?/ Quizzes

4 (?1 t's answer is entered and assessed separately via API

e Submissio Aﬁ ically graded, and hints are automatically generated
ubmit

e Students canres y.times are they want, but grading takes at least 24

hours ,)z
— ldeally, the delay reduces stu f?to game " the system, but might
cause students to lose interest /l(

e |f the student believes that the grading is wrong, y text “MANUAL
REVIEW REQUESTED” and alerts are sent to mstructors an

e |f the student does not understand the comments, then they |ncI
“NEED BETTER COMMENTS” and alerts are sent to instructors and graders U/h




Process

The question is not good

20 Build guidance rubric Open assignment,
4 C Questions for each questions but keep grades hidden

Edit guidance _veluate guidance rubric Auto-grade early
rubric Some rubrics or by ranuzily checking results submissions

hints need
improvement

Open grades
and comments

igall thatis ™\

. |
Respond to Manual econd
Some rubrics or Review Requests '

|

|

. . I

More submissions :
|

|

|

Edit guidance : o
g hints need Auto-grade submissions

rubric improvement and resubmissions

Evaluate students’
progress
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Guidance Rubric

y Experience: Al is not useful for automatic grading. But Al can be used if it is coupled
a eII written and detailed guidance rubric

— Rubrn% or grading

— Guidance rub Isolgiv uIes for gwdance (hints)
* Writing guidance rubricis lab d requires practice

) rubric:
rule for grading T o theme: “Does the submission mention that # ton was the United States of America's first
president?” é

o comment error:
rule for hint —— © theme: “Does the submission mention that Thomas Jefferson ﬁtates of America's first
st pre

Note, this is not impressive. We need to write these highly detailed rubrics. What does the Al do?
The Al can only evaluate the guidance rubrics. Al is a text processing engine.

hint president”,
e mm—— o hint: “While Thomas Jefferson was one of the founders’ he was not the fi
Section 2.3 of the textbook”
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Evaluate Students’ Progress
(5

Standard hint: The hint received when
full credit is not received for this
component (question). Standard hints
are not specific. If many students are
stuck in standard hint, then perhaps a
more specific hint is needed.

Standard Hint
See the video in Module 3b.3 especially starting at time 6:00.

Common Error
(eq the time unt the first SYN is timed out as 45
RESEND the ACK 4 times. So they send an ACK 5
Ssion the server waits 3 seconds. After the

6 Rer the 3rd transmission, the
X S , the server waits 24
seconds. And after the Sth tra 8sigh. the ServerWai conds. So, in

# Stuck: The number of students where
Lo this is the last stage they are at.

total, the server waited 93 seconds doy r cajeulations is value.
Looping: The number of students that
w received the same hint twice.
1.0
ShowYou.rWnrk

here can be many
|th its own

Please show your work. Spccn ically, compute and show the time between when a
SYN arrives (and memory is allocated to handle the connection) and when the
half-open connection times-out and the memory is freed. Then compute and show
the number SYNs that arrive in this time period. Finally, compute and show the
amount of memory that would be allocated to handle all of these connections.

specific hint.

Show Your Work: A speC|aI type 0
common error triggered when not
enough text was submitted.

Common Error
It looks like you are off by powers o1 10, Check you calculations.

1_ Correct!



An Example With Many Common Errors

D

Itk ke you e o icr mmmu First. the propagation delay in *oae
it on® u’ i 15ms, sothe RT i 30ms. It o s ke vou incormeetly sct
RIT- o, your calelaionsar off by some powers o 10 (e

150, 1500 or 018,007 oty Poaseeheck oot v (651 -
00000015, Koo 000, Mo 000000 Cox 00000010y 2 check 1 o0 v
using it conisteatly (ot mixing scconds and mws or mising Gb and Mb). Or
s you incorrectly typed values o your ca

Common Extor
You bave comyutd the window sze i segmeus, butthe wisdew size s Lt
‘of bytes, Please Use the given informkation that theté ae 1SO0B per Segueats o

convert the mumber of sezments to the nmber of bytes

1 stuek!

1 stuck!

Comman Error
it Voutevery clos.The propagaton ey i *o disecton” s 5, otk KIT
5 30ms. T looks ik you mcorrectly sct RTT=1 Sms.

Conunon Exror

Mt ok ke you e o minor problcs Firat. th propegaton delay i *one
fon™ is 15ms. so the RTT is 30ms. It Iooks like you fucorrectly set

RTT-1 S S o ke o vere computing e wiadow s i s

of bits, where it should be in terms of bytes.

settag the Wiadow
o i, detei m:dmum of 95% of RTT. Not,
b tans in th e given that i it s 1GUDS }'Jm!ﬂ)
et s s 0 byt o e h ot of o ceton

1t looks like you Emuplllnl%“m Pt ot e This Sy st el
Instcad, consider bow many bytcs can be scat in 95% of 3 RTT

2 skt

I stuck!

mmos Exor
1t ook ke you e to pmm:m First, it looks like you computed the
windos e of bits, where is needs to be in terms of bytes. Ani
seconl, your calculations e off by seme. goversof 10eq. 10,100, 1000 o
910,801 ctc). Plssccleck you mis (g, ms = D015 s = D000001S
Kb=1 0000, Mb=| 1. G 1.000,000.000) i eheck that you e WSig ik
wucls'sn'l) pt mixing seconds ad ms or mixiog Gb and M

1 stuck!

¢ E
1t ok ik you compared the window sz i s of bis, where is e o
be i ters of bytes.

You are off by a few powers of 1) Pellnp;\'nu computed the window size i tems
of packes, vbet et b compete it of btcs. O ptps you e
00015, KIv=1 000,

an emor in the wits 2, ms = 00015,

AMb=1.000,000D, Gb=1.000.000.000) m.k tha you aee usiie unit eoncistently

(oot mixing seconds and ws or ming G Or perhaps you icaonestly
v vlues o you calcc.

1 smekt

* Complicated problems (especially problems that include calculations) can have many common errors
* Students can pass through several common errors and hints before arriving at the correct solution
* |feel Iike I’m having a conversation with the students




Process for Developing Common Errors

Most students received a (non-specific) Standard Hint

1/2 RTT to deliver a single 1500B packet. So, thé

ngectiony Then, it takes .
cliver a el @ 5 the Many student tried

total data delivered is 1500B. So the throughput is 15008 RTT). eyer, 12.0\ X X
we multiple times and

this is in bytes per sec. Multiply by 8 to get bits per
n/.f received the same hint

5 stuck!

Several students

have given up S/.
In such cases, manually examine student submissions and then enhance the guidance rub(f!/n
and/or provide extra learning material.

IVERSIT Y or
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Looping and Hint Sequences

es on a detail of TCP's fast retransmit. Specifically, after
triple duplicate ACK, the lost segment is retransmitted.
and then the CWND = CWND/2 + 3. Then,

Common Error
Since the window size was 42 when the loss is detected, TCP fast recovery
stipulates that the window size is 42/2 + 3, or 24. However, SSThresh is CWND/2,
or2l.

This question focuses on a dem retransmit. Specifically, after
a loss detected by triple duplicate ACK, the lost segment is retransmitted.
Then, SSThresh is sent to 0.5 * CWND, and then the CWND = CWND/2 + 3. Then,
according to the specification, when the lost packet is acknowleged,
CWND=SSThresh. However, the textbook gets this point wrong, and simply
increments CWND as usual. Therefore, since CWND=42 when the loss was detected,
SSThresh = 42/2 or 21.

1 stuck!

Providing a sequence of hints can help students in this situation
o Thatis, for a specific common error (or the standard hint), if that hint has been given to the student before, the
next hint in the sequence is given.

(@)

4
o Loopingis when a student gets the same hint more than once. S/U/h
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Impact on Grades
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Grades are significantly lower!

Number of Attempts for HW 3b

0.05 4
S - 100
Grade of HW 3b

tly improve

%ty;sh

Students take advantage of
resubmission

Doy

* Previous grading quality was low
* Auto-grading is very strict, there is
limited partial credit
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Minimal Al Guidance Rubric Elements

. Writing prompts is difficult.
. ally, don’t use Al to grade. Instead use
oes the submission include specific text?

That is, the answer must have some key word(s)
— the@sio include a specific number (rounded to some precision)?
bmissi

— Doesthe in number in a range?
— Doesthesu sionli am atical expression?
—  Doesthe submission’i e a mathematical expression with value?

* 0.14s + 10Mb/15Mbps is o ith value 81ms (within 2 significant digits)
* 24 +sqrt(4+8) is an expression W % ithin 3 significant digits)
—  Does the submission include a number with sp€ci c% ded to some precision)?
* E.g., 10Mbps (which is the same as 10,000Kbps, Q fds0.01Gbps)
—  Does the submission include a number that is close to a power ©ffl0 :Zf ificvalue?
* The correct answer is 26,666,666.7, but the student gave the a r 26,666.6begause they confused that M is 1073
—  Does the submission include a table with specific columns?
* e.g., Source IP address, Source Port, Destination IP Address, Destination Port
—  Doesthe table include a row where (some) columns take specific values?
«  E.g. Source IP address = 192.168.2.1 and Source Port = 2345, .. OS o
. These are not the prompts. These are the objectives. /U
—  Some of these objectives are implemented without any Al. lh
—  Some used straightforward prompts.
—  Some use more complicate prompt engineering. Examples to follow.




Some Prompt Engineering is Still Needed (Part 1)

2 02& Objective:

subm|55|on include the number 277GB, within 2 significant digits?

. Subm|55|
— With4 retr| It|p||ed by 2 for each retry the connection will last for: 3
+3(2) + 3(4) + 3 +6+ 12+ 24 + 48 = 93 seconds. Given 93 seconds as
the window for attack t send 290,625 SYN packets. 100KB of
memory is allocated per SYNT 29 062,500 KB of memory to within
the SYN attack assuming nothlng eIs ing in.
* Reply:

— Yes, the number 29,062,500 KB is approximately equﬁ.y]%
e .. prompts... p
* Reply: O U
— No /77




Some Prompt Engineering is Still Needed (Part 2)

. > mpt Objective:
éathe submission include an integer that is equal to 63
*  SubmissSien:

— Whatiis number of subscribers that my server can handle?
28 Subscribers is the ma@m number of subscribers the server can handle if the goal is to keep the
probability of a crash les Q/
Question 2. What is the maxi f subscribers | can support if my server is twice as large
and can handle 20 simultaneous playérs? g

67 Subscribers is the maximum number of su ﬁ?rr];t server can handle if the goal is to keep the
probability of a crash less than 1% and the server c y u 20 simultaneous subscribers.
* Reply: y
— Yes mp
e ..prompts.. OS/.
*  Reply: U/h

— No




Cleaning Submissions

*  Student submission can contain significant typographical errors, spelling mistakes, etc.
Y ubmission with these types of errors
— )areghard for the Al to grade
har; humans to grade

*  Option"l (mimic t 0 | approach to grading)
— Make a syste @m i what the student is trying to say

— My Experience
* | spent several mon @ t Al to grade previous years’ homework.
* | couldn’t get satisfying resultst

* There were too many grammatical efrargla ilawerrors, so the accuracy metrics were too
low (even with human graders)

*  Option 2 .J/ S
— Force students to submit well written answers y
* Train the students ,)ZQ .
* We all learn to write good google queries. We can all learn to work with Q@
— My Experience /U
* | have spent a considerable amount time writing rules to handle problemed submissions m
* But this greatly simplified auto-grading




Cleaning Submissions — Inconsistencies

2 ission:
0? lieve 2RTT will be required to download an object in addition to the DNS lookup. When | used the

gle |g ol fhttps://toolbox.googleapps.com/apps/dig/#NS/) | received a TTL of 5 hours 5 minutes and
3e§

30 sec d in the NS tab. | think a total of 5 RTT will be needed as both DNS servers will have
to be conta website in addition to the download.

. Consider
— Rubric: Does the subm|55| , is takes 2 RTTs to download the object? Reply: Yes
— Rubric: Does the submission menti 5 RTTs to download the object? Reply: Yes

. Instead, first check for inconsistencies. Reply fro (»IQ
— The statement contradicts itself. Initially, it is stat 7[ ound Trip Time) will be required to
download an object in addition to the DNS lookup. However, rfk tement it is mentioned that a
total of 5 RTT will be needed. These two parts of the statement/are i diction.
. Reply to student (with help from Al): y

— Your submission seems to have inconsistencies. Specifically, the statemen con r |t|aIIy, it |s
stated that 2 RTT (Round Trip Tlme) will be required to download an object in add|t|

However, later in the statement, it is mentioned that a total of 5 RTT will be needed. These ?.f f
statement are in contradiction. Please correct your answer and resubmit.



https://toolbox.googleapps.com/apps/dig/#NS/)

Cleaning Submissions —Off Track

p Spelling
0 Multiple tests are used (some free and some not free)
4the errors are small, then the submission is corrected, and the grading continues

eedfto manually allow unusual or domain specific words
. Off track
—  Question: Stp a NALis between the Internet and a company's network. Now suppose that the NAT crashes, but quickly

restarts, in a ve ort amaftint ofi time. How would a short-lived reboot impact the users and machines in the company's network?

—  Submission: NAT or network ad anslation protocol is used to translate or substitute private IPv4 network addresses with
public IPv4 addresses to gain resources. Private IPv4 addresses are not routable on the internet and due to the
S ivate network with a limited amount of public addresses (public IPv4 network

addresses are routable on the internet).

—  Reply to student: Your answer seems to be off mgr
___ Consider the following hint on making your answer mor ant: Xo
function, but this doesn't answer the question asked. The questioni abo impact of a short-lived reboot of a NAT on
the users and machines in a company's network. To improve your respofi§e, yo yf?cus on explaining what happens when a
oQt yi
ns

the question. Please review the question and try again.
provided a good explanation of what a NAT is and its

NAT reboots, even briefly. Consider the effects on ongoing connections, how t

disrupt network services, and how
Al quickly the network can recover. Also, consider the potential impact on users, such as yamight experience a temporary
generated loss of internet access or other disruptions. Your answer should directly address the ugen Eﬁeboot, as thatis the
core of the question. Also, the following hints might be helpful: When a NAT reboots, the NAT t a nly statically
sto f

(with careful ) . ) . - L
assigned entries remain. That means that all existing connections are broken. The application ne

prompts) ; ; . , : . / Iy (e.g., retry
methods) to recover from this scenario. Depending on the NAT implementation, packets going from the clien ind the 0
servers in the Internet will reconstruct the NAT table entries. But some NATs might only build NAT table entries fro agkets.

In any case, if the client is simply waiting for data from the server, the server's transmissions will be blocked by the NAT and
connection will fail.




Cleaning Submissions - Typos and grammar

2 0$ 4ant challenge

@ | typos and grammar errors, fix the submission and continue.
For larg A‘l e student fix the errors.
— Otherwise, too ma issions are rejected.

e Challenge 1: The fixed submissian s the subm|55|on making it correct!
— Solution: only small changes are a OZM?

* Challenge 2: The “fixed” submission changes nun'J/rssy bmission is

changed from incorrect to correct or from correct to incor,

— GPT does not have a scream mode. If it did, | would scream @!@@ﬁwf
ANY NUMBERS” /h




Cleaning Submissions - Typos and grammar

202

SumeSSIO /q “Corrected” Text
This looks like th an@smn round. This looks like the 7th transmission round.

Round 1 =1 segments Round 1 =1 segments

Round 2 = 2 segments Round 2 = 2 segments
Round 3 = 4 segments %ﬂ =4 segments
Round 4 = 8 segments Roun

Round 5 = 16 segments Round 5 = 16

Round 6 = 32 segments Round 6 = 32 segment

Pog;
1+2+4+8+16+32 = 63 1+2+4+8+16+32 = 63 OS /U

Round 7 = 33 segments. Round 7 = 33 segments. /77
gments are sent in the 7th round. gments are sent in the 7th round.

Correct! Wrong!




Themes vs Smart Searching

24t archjng: Does the submission Distribution of Rubric Element Types
include ficnumber, specific text, .
etc.

«  Themes: Use Al to dete:ct I?T
addresses a theme. ﬁ/? oo
 E.g., Theme: Does the submission 2‘ |

mention that TCP is a popular
transmission layer protocol?

* There is considerable prompt 0 pece et specheor

Range of Numbers

engineering around themes. But themes \ e ranesnen /Um

are still difficult to write. Y

Smart Searches




Prompt - Specifically

ompt Does the submission specifically mention that both MACs and digital
re used to verify, ensure, protect, or determine the integrity of a

me sa 4 enticity of a message?
*  Without “spe sters like “MACs are useful. Digital signatures are also

useful, they help with @m of the message” are accepted
— Since “also” can be inferred tm MACs provides a similar purpose

as digital signatures and “they” cou yl:ggnatures and MACs.

e But “specifically” will require nearly exact matc le, the “or”
misinterpreted

— “MACs and digital signature are used to protect the mtegrlthvS/ﬁ

is not accepted, since it does not mention ensure, verify, determine, an m
authenticity.




Booleans

determine the integrity of a message or the authenticity of a message?

20 the submission specifically mention that both MACs and digital signature are used to verify, ensure,
e A

&

r
— OR:

Does thel Issigh specifically mention that MACs are used to verify the integrity of a

message

message Q
Does the submission sp |ml7i_;n that MACs are used to ensure the integrity of a
4, )t

Does the submission specifically mention that digita%a@ re;used to verify the integrity
of a message

Does the submission specifically mention that digital signature are uséd @othe infegrity

of a message




Booleans

. Does the submission specifically mention that both MACs and digital signature are used to verify, ensure, protect or determine the integrity of a
message or the authenticity of a message?
. Rubric:

Component
2 . escription: MACs are used to protect the integrity of a message
. i e sure to specify the purpose of using MACs
0]

0.
D sion'specifically mention that MACs are used to verify the integrity of a message
— Does the submissi sp@ly mention that MACs are used to ensure the integrity of a message

—  Component ,72
* Description: Digital signatures are used to protect'the integri essage
* Hint: Be sure to specify the purpose of using digital signatur ﬁ/f

*  Points: 0.5

* OR:
— Does the submission specifically mention that digital signatures are used to Ve i ity of a message
— Does the submission specifically mention that digital signature are used to ensurgghe integri ﬁmessage

Os;
. Submission: “MAC is useful. Digital signatures are also useful, they help with integrity” /(/m
, be sur

. Result: 0.5 points. Please try again. You correctly addressed that digital signatures are used to protect the integrity of a message. Howeve
to specify the purpose of using MACs.
. Note: there is partial credit for completely understanding a topic (or sub-topic). But no credit for partial understanding of a topic (or a sub-topic).

SITYoF O S
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GPT-4 for Diagram Grading — No, not yet

Reply: 'In the image, there are four lines or
arrows between the client and the server

wWww e com ,
@ named www.cnn.com . There are two lines
connection & -

that start at the client and end at
RTT )

i) . /77 www.cnn.com , and two lines that start at
oo B G — & Tme to Un/f www.cnn.com and end at the client’

Initiate TCP —

RTT LB e —— 8 S
Fite recenved f’-\_’ ¢ fie

DS e RO — h re,are 8 lines. 4 start at the client
RIT il — 5 and 4 S ar - - com

L i Get/ —p § Even with man d ts, | was

T <) s I geedle compeZie : unable to get consi tent etation of the

e : : diagram. /77
H v v

IVERSITY o
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Conclusions

2& be used for automatically grading and giving hints
. ed with a well-written guidance rubric
* Guidance ru EL | |cuIt to write, but can be reused
e Automatically generatm % allowing resubmissions
— Extends the duration of the l€a
— Allows students to work hard, get a betéyn@j/ndmg, and good

grades

— Increases the workload on students DOS/Um




	Slide 0
	Slide 1: Stephan Bohacek
	Slide 2: Homework-Based Assessment Drawbacks
	Slide 3: Automatic Grading and Hint Generation Scenario
	Slide 4: Process
	Slide 5: Guidance Rubric
	Slide 6: Evaluate Students’ Progress
	Slide 7: An Example With Many Common Errors
	Slide 8: Process for Developing Common Errors
	Slide 9: Looping and Hint Sequences
	Slide 10: Impact on Grades
	Slide 11: Minimal AI Guidance Rubric Elements
	Slide 12: Some Prompt Engineering is Still Needed (Part 1)
	Slide 13: Some Prompt Engineering is Still Needed (Part 2)
	Slide 14: Cleaning Submissions
	Slide 15: Cleaning Submissions – Inconsistencies 
	Slide 16: Cleaning Submissions –Off Track
	Slide 17: Cleaning Submissions - Typos and grammar
	Slide 18: Cleaning Submissions - Typos and grammar
	Slide 19: Themes vs Smart Searching
	Slide 20: Prompt - Specifically
	Slide 21: Booleans
	Slide 22: Booleans
	Slide 23: GPT-4 for Diagram Grading – No, not yet
	Slide 24: Conclusions



