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• Restrictions on Political Advertisers
• Facebook, Google, and Twitter begin some form of disclosure of payers for political advertising
• Major platforms began some form of verification of identity of political advertisers
• Major platforms place restrictions on who can pay for political advertising, usually geographic

• Transparency Archives for Political Content
• Facebook Ad Archive launched May 7th, 2018
• Google Political Ad Transparency dataset launched May 31st, 2018
• Twitter Ad Transparency Center launched June 28th, 2018
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Facebook 

• Platforms: Web Portal and API

• Accessible to any ID verified user who agrees to Terms of Service

• Data available:
• Ad Creative Text/Image/Video
• Impression & Spend (Bucketed)
• Demographic & Geographic distribution of impressions
• Advertiser-specified start date, end date, disclosure string
• Page that the ad ran against

Facebook Ad Library Overview
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Google Transparency Report 
Overview
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Google

• Platforms: Web Portal and Big Query dataset

• Accessible to anyone, no login required

• Data available:
• Link to composed Ad for non-Third Party ads
• Impression & Spend (Bucketed)
• Demographic & Geographic targeted groups
• Start & End date
• Vetted Advertiser identifying information (FEC id, EIN)



Twitter Transparency Center 
Overview
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Twitter

• Platforms: Web Portal only

• Accessible to anyone, no login required

• Data available:
• Ad Creative Text/Image/Video
• Exact Impression & Spend 
• Demographic & Geographic distribution of impressions
• Start & End date
• Billing information for Ad payer

• No longer accepting political advertising as of Nov. 22nd, 2019



Facebook:
• $888M since May, 2018 in the United States

Google:
• $126M since May, 2018 in the United States

Twitter:
• <$5M since June, 2018 in the United States

Overview
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Facebook
Ad Archive
Overview
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In the United States, advertisers are required to
• Disclose ads about “Social Issues, Elections, or Politics”1

• Provide an accurate disclosure string naming the entity that paid 
for the ad, conforming to a standard format

Facebook Ad Library
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1 https://www.facebook.com/business/help/198009284345835
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Facebook Ad Library API gives access to the same dataset as the 
Web Portal

• Searchable by keyword string or page id

• No direct access to images or videos, but these can be collected 
from a link provided by the API

• Most data provided through the Web Portal is available through 
the API, with the exception of Active status and whether the ad has 
been removed for a policy violation

Facebook Ad Library
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Security of 
Facebook’s Ad 
Library
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Question 1)
How good is Facebook at enforcing their 
disclosure policy?

Facebook Ad Library Security
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Question 1)
How good are advertisers at voluntarily 
disclosing ads that meet the criteria for inclusion 
in the Ad Library?

Facebook Ad Library Security
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Facebook Ad Library Security
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Question 1)
How good are advertisers at voluntarily 
disclosing ads that meet the criteria for inclusion 
in the Ad Library?

Answer:
They’ve gotten a bit better, but there is a 
problem with persistent non-disclosure

Facebook Ad Library Security
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Question 2)
How useful are disclosure strings for 
understanding which entities are spending 
money on political advertising?

Facebook Ad Library Security
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Facebook Ad Library Security
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Question 2)
How useful are disclosure strings for 
understanding which entities are spending 
money on political advertising?

Answer:
They… aren’t. 

Facebook Ad Library Security
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Question 3)
Can we use the information that has been made 
transparent to find violations of Facebook’s 
policies?

Facebook Ad Library Security
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Undisclosed 
Coordinated Activity



What is Undisclosed Coordinated Activity?

Advertisers are required to truthfully disclose who pays for ads that 
meet the criteria for inclusion in the Ad Library. Facebook has 
periodically banned advertisers who engage in “Coordinated 
Inauthentic Behavior”1

Undisclosed Coordianted
Activity

261 https://about.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/

https://about.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/


Example of disclosed coordinated activity:

Undisclosed Coordianted
Activity

27



Target: 

Undisclosed Coordinated Activity

Tool:

Simhashing: A locality sensitive hashing technique that creates 
hash values such that the difference between two hashes is 
equivalent to the Hamming distance of the two texts the hashes 
were created from

Undisclosed Coordianted
Activity
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Target: Undisclosed Coordinated Behavior

Undisclosed Coordianted
Activity
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Step 1:
Cluster near-identical ads using Simhashing. Determine mean 
number of disclosure strings per ad cluster. Establish cutoff for 
outlier clusters of z-score=2 or more.

Step 2:
For ad clusters associated with more than one page, what is mean 
number of times 2 pages are associated with each other? Establish 
cutoff for page clusters of z-score=2 or more

Step 3: Identify pages that ran ads in outlier ad clusters. Group 
those pages together if they also meet the cutoff for page clusters

Undisclosed Coordianted
Activity
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Corporate Astroturfing

Undisclosed Coordianted
Activity
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Dubious Commercial Activity

Undisclosed Coordianted
Activity
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Clickbait

Undisclosed Coordianted
Activity
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Inauthentic Communities

Undisclosed Coordianted
Activity
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Future Work
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• Cluster Ads by campaign/central idea

• Extract more metadata
• Named Entity Extraction
• Sentiment scoring
• Topic Modeling

• Use clustering and feature extraction to build a screening system 
for disinformative content

Future Work
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Conclusions



• Transparency can work!

• Tactics to spread disinformation are still evolving and we are very 
early in the lifecycle of this behavior

• All parties need to invest more time and money in solving this 
problem: Uses, Platforms, and Researchers

Conclusions
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